Ho55 % o B o X @ K F F R Vol.55 No.5
2021 4E 5 A JOURNAL OF XI” AN JIAOTONG UNIVERSITY May 2021

K F B & B0V iR A A 3 ) 48 Y
iﬁﬂkkﬂﬁhijﬂﬂﬁ;‘i
L F2 AHR G DR

(L2 E T2 A TREER TRE2%EE, 730050, M 2. W48l k2 AsifbRlze 5
TAREEBE, 710049, P, B.Etcy:ﬁjw)\T%”ﬁE?&n, 710049, P442)

WE: ATRITARRIN ZALH A BE AL EEGRE DA 3T e 2] K 4 0) FHRARSCE P A,
RET—HEABIHDEERTHRELEERABENE R, RALIASATREANKELE. K
MBI AEANEE, F—AEAMNKE, BARINGEH Rt ERAK, WNEEMNSY 3 ANRBKR,
MNE|RBE D AR RS P A —MFIEERE L 3 AMAA A BHAITAR, B HFAEE RSB RS
WImiE 3 AFIA BT R AEA 3ARREF HRX A T 3 ARG HAE T A, 48 4% 440 2] R F TR
BAARIFIE, £ F| A E J:uﬁ?’i’ruﬂﬁai’xméﬁ‘;téﬂ%ﬁi AR Z AR B AR, AR L
Bk mPFRASERMERKES. FIBARSA T @AWY LML ARRIANBZELE
MABFIEGRE S, B TABABRGZREL L ABRMBITR PR EBRLAR KRG L7, Tk
BN B B AR ) P L HE5R A RAFAE T A AR AR AR AR 6902 AL AR L YRGB R AR R ], R4 A
wRPER MK ERTHAN L. FRABABRRANE R, 8L R AW, £ CASIA-FASD,
Replay-Attack ## NUAA #3EE L, iR A 202 F B EH R B X Teo@mMRe 5 4 84.65%,
86.06% .91.21% ,F 4842 £ 57 4 24.05%.21.05% .15. 01 %, 3 & F b B ik eh 25 £,
KER . FARAKBAR A E A A R &

FESES: TP751.1 XEERES: A

DOI: 10.7652/xjtuxb202105013 X EHES . 0253-987X(2021)05-0113-10

OSID 8
Face Anti-Spoofing Algorithm Using Generative Adversarial Networks

with Hypercomplex Wavelet

LI Ce', LI Lan', XUAN Shuxing', YANG Jing®, DU Shaoyi’
(1. College of Electrical and Information Engineering, Lanzhou University of Technology, Lanzhou 730050, China;
2. College of Automation Science and Engineering, Xi’an Jiaotong University, Xi’an 710049, China;

3. College of Artificial Intelligence, Xi’an Jiaotong University, Xi’an 710049, China)

Abstract: Aiming at the problem that the existing anti-spoofing detection algorithms difficultly
detect unknown domain attacks, this paper proposes a face anti-spoofing detection algorithm
using generative adversarial networks with hypercomplex wavelet transform to improve the ability
of face recognition system to determine the face anti-spoofing. Four different types of datasets are
adopted, in which three datasets are randomly selected as the training ones, and the remainder as
the test dataset to serve for unknown face anti-spoofing detection during training. The training
datasets are regarded as three source domain datasets, which are input into the generation

network to make a feature generator against three discriminators. When this feature generator
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successfully deceives the three discriminators, a feature space sharing three source domains and
being different from these domains is formed to detect the characteristics of the unknown domain
data. The triple constraint functions inter-class and intra-class are set up to improve the
performance of the discriminator, and the detailed subbands of the hypercomplex wavelet
transform and the convolution network are combined to learn the detailed features in multiple
directions of images. Then the depth map and remote photo plethysmography signal are
embedded in the feature space to enhance the generalization performance of the generated feature
space for the living face features. The test dataset for discriminative classification in the feature
space is used to obtain live/fake results. The results show that on the CASIA-FASD, Replay-
Attack and NUAA datasets, the proposed algorithm gets the AUC of 84.65%, 86.06% and
91.21%, the HTER of 24.05%, 21.05% and 15.01%, which are higher than those of the

comparative algorithms.
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Fig. 1 The framework of proposed algorithm
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Table 2 Results comparison of the proposed algorithm and the non-generative adversarial network algorithms %
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ENS @R 15. 01 91.21 17. 52 88. 45 21.98 86. 06 24. 05 84. 65
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Table 3 Results comparison of the proposed algorithm and the generative adversarial network algorithms %
C&I&M-N C&I1&N-M C&M&.N-1 M&N&I-C
(=873
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Table 4 Comparison of training results on 2 public training

datasets %
MR&.I-N MR&.I-C
Bk
H C H C
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Table 5 Results on HWT,depth map and rPPG %
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Fig. 6 Visualization results of generative adversarial

networks with hypercomplex wavelet
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